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19t Versus 215t Century Crime

e 19" Century Crime is Physical

e 215t Century Crime is Virtual requiring:
> New Investigative tools
> New Prevention techniques
> New forensics tools
> New defensive measures
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Example

e 19 Century kidnapping — The victim is
a PERSON.

> Requires Physical Contact
» Complex

e 215t Century kidnapping —the victim is
DATA.

> No Physical Contact Required

> CanBe Executed Virtually From Any
Feation"\Worldwide,

*Published by SSA OIG with permission from the author -- 2006 e



Technology Provides Criminal
Advantages

e Stealth Communication Tools.
> Voice Over IP

> WWW.SKYPE.COM — Encrypted Computer
To Computer Free Internet Communication

> Encryption Technology
> Concealment Technology — Stenography

S .
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http://www.skype.com/

215t Century Investigative Tools
Are Needed

e Advanced Computer Forensics.

e Advanced Digital Content Forensics
Tools Are Needed.

e Real-time Investigative Tools Are
Needed.

*Published by SSA OIG with permission from the author -- 2006 I



2"d Generation Phishing Scams

e IstGeneration Delivered Messages Via
E-mail.

e 2" Generation Involved Attacking ISPs
And Hijacking The Whole Website.

e Thus, Customers Were Re-routed To
Hijacked Website without touching The
Customer.

e A Deeper Attack.

*Published by SSA OIG with permission from the author -- 2006 —



Need To Protect Your Digital
Assets

Protect Your DATA.
Protect Your Networks.
mplement Data Security Audits.

Any Device Can Be A Delivery Method
Fora Virus Or A Trojan Horse.

e You Are Only As Strong As Your
Weakest Point.

e Implement LoggingsTools.
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Miniaturization Technology.

e Any Device Can Be A Wireless Audio Or
Video Recorder.
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Terrorism & The Internet
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Terrorism & The Internet
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Terrorism & The Internet
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Terrorism & The Internet
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Terrorism & The Internet
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Terrorism & The Internet -
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Terrorism & The Internet
I il 3 il

November 28, 2004

e We will go
after their
financial
assets, but
not their
Internet Web
sites and
Internet
Marketing
Campaigns!
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Terrorist Financing




Terrorist Financing -

*Published by SSA OIG with permission from the author -- 2006



Terrorist Financing
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O-11 Hijackers

AA Flight 11 Listed Name
Satam M.A. Al Sugami
Waleed M. Alshehri
Wail M. Alshehri
Mohamed Atta
Abdulaziz Al-Omari
AA Flight 77
Khalid Almihdhar
Majed Moged
Mawaf Alhazmi
Salem Alhazmi
Hani Hanjour
UNITED AIRLINES Flight 175
Marwan Al-Shehhi
Fayez Rashid Ahmed Hassan Al Qadi Banihammad
Ahmed Alghamdi
Hamza Alghamdi
Mohand Alshehn

UNITED AIRLINES Flight 93

Saeed Alghamdi
Ahmed Ibrahim A. Al Haznawi
Ahmed Alnami

: Zlad Samir Jarrah
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8 Out Of The 19 Hijackers (42%) Are
Genologically Related

AA Flight 11 Listed Name
Satam M_A. Al Sugami
Waleed M. Alshehn
Wail M. Alshehri
Mohamed Atta
Abdulaziz Al-Omari
AA Flight 77
Khalid Almihdhar
Majed Moqed
Nawaf Alhazmi

-
- Salem Alhazmi
Hani Hanjour

UNITED AIRLINES Flight 175
Marwan Al-Shehhi
Fayez Rashid Ahmed Hassan Al Qadi Banthammad
sl Ahmed Alghamdi
sl Hamza Alghamdi

- [VI0hand Alshehri
UNITED AIRLINES Flight 93
- Coccd Alghamdi
Ahmed |brahim A. Al Haznawi
Ahmed Alnami
'giad Samir Jarrah
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Mohammad Atta’s Aliases

Mohamed Atta

Mehan Atta

Mohammad El Amir

Muhammad Atta

Mohamed El Sayed

Mohamed Elsayed

Muhammad Muhammad Al Amir Awag Al Sayyid Atta
Muhammad Muhammad Al-Amir Awad Al Sayad

——
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Mohammad Atta’s Aliases

Mohamed Atta

Mehan Atta

Mohammad El Amir

Muhammad Atta

Mohamed E| Sayed

Mohamed Elsayed

Muhammad Muhammad Al Amir Awag Al Sayyid Atta
Muhammad Muhammad Al-Amir Awad Al Sayad
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Mohammed Abdel-Rahman
Abdel-Ra’ouf Al-Qudwa

Mohammed Abdel-Ra’ouf Arafat
Al-Qudwa Al-Hussaeini

Yasir Arafat

- | -
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Case In Point

WANTED

Abu Mus’ab Al-Zargawi

Up to $10 Million Reward

Date of Birth: 30 October 1966
Place of Birth: Zarqga, Jordan
Height: Unknown

Weight: Unknown
Hair: Dark

Eyes: Dark
Complexion: Olive
Sex: Male
Passport: Jordanian 2264958
Aliases: Ahmad Fadil Al-Khalailah,
Abu Ahmad, Abu Muhammad,
Sakr Abu Suwayd
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THANK YOU

Sam Kharoba
First Capital Technologies
P.O. Box 77031

- pBaton Rouge, LA 703879
Samk@ifirstcapitaltech.com
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